“Server-less” Social Network for Enhanced Privacy  by Bedrossian, Dylan et al.
 Procedia Computer Science  34 ( 2014 )  95 – 102 
Available online at www.sciencedirect.com
1877-0509 © 2014 Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/3.0/).
Selection and peer-review under responsibility of Conference Program Chairs
doi: 10.1016/j.procs.2014.07.057 
ScienceDirect
The 9th International Conference on Future Networks and Communications (FNC-2014) 
“Server-less” Social Network for Enhanced Privacy 
Dylan Bedrossiana, Anas Harba, Rawad Khalila, Ali Chehaba, Hassan Ali Artaila* 
aAmerican University of Beirut, Riad El-Solh, Beirut 1107 2020, Lebanon 
Abstract 
A privacy issue regarding social networks nowadays is the fact that users’ posted data is stored on company-owned servers, 
adding a third person in between the sender and the receiver. We propose Square Pigeon, an android application which offers a 
fresh take on the traditional social network model. A server is used for all administrative and coordination overhead to lighten the 
load off the mobile devices. Security and privacy are provided through bypassing the server and using a p2p network to send all 
shared data. The use of mobile devices as a main platform presents resource constraints, such as energy efficiency and quota 
availability, and reliability constraints since we need to offer an acceptable QoS compared to current social networks. Sending 
data p2p decreases the QoS, but this is compensated by the added security. A performance analysis for transmission rates and 
delays is therefore conducted. 
© 2014 The Authors. Published by Elsevier B.V. 
Selection and peer-review under responsibility of Elhadi M. Shakshuki. 
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1. Introduction 
Many popular social networks are set up on the concept of public data sharing. Data may vary from a short video 
to a simple message. Public data sharing is becoming more and more of a trend nowadays; yet, it presents many 
privacy issues. The latter is mainly true seeing as all data is stored at the servers. While people think they are 
sending an image only to the designated receivers, the image is actually being stored at the service provider’s server 
before being transmitted to the receivers. Fortunately, the rise of smartphones, as well as their enhanced processing 
power and improved (yet limited) battery life, provides a promising platform to host a server-less social network. 
People will finally ‘own’ their data which means they will control who receives their data without it being stored 
on a server. In this server-less social network, transmitted data bypasses the server via a p2p network and is only 
sent to a select number of recipients. Our application, Square Pigeon, aims to give the internet user complete control 
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over whatever data is shared. When posting media, the user first forms a group of recipients which is stored at the 
server until a specified expiration date. This group represents the recipients of the media chosen by the sender to 
share. These recipients are identified by a link or directory of the media which is unique for every media item. This 
link is sent as notifications to the recipients who have an option to download or ignore the data. A load balancing 
algorithm is used where the consumer acts as a downloader as well as a seeder. Several features of Square Pigeon 
such as the notifications, the load balancing algorithm and the link formation process used were inspired by similar 
frameworks and mobile applications. These applications are discussed in the “Related Work” section. The server’s 
database is designed to save registration information and keep track of the locations of each user in order to link 
users to each other. The database also stores links for limited periods of time which do not contain any important 
information about the media being transferred. The performance and battery consumption of Square Pigeon have 
been tested. The results were pleasing and will be presented later on in this paper. 
Although p2p social networks are not as popular as client-server ones, the combination of privacy scandals and 
capable smartphones gives Square Pigeon and similar platforms an opportunity to compete. Moreover, users with 
sensitive information such as diplomats, military personnel and employees attain the capability to privately share 
data with their colleagues. This leads to higher productivity, faster response and other advancements.  Applications 
like Square Pigeon give a whole new face to wireless communication.  
There are four sections to this paper. The first discusses recent mobile centric social networks, while mentioning 
the features which were adopted in our application. The second section illustrates the architecture of our system. The 
role of each component is explained as well as the procedure of registration and data sharing. The third section 
analyzes the performance of our system under different conditions, in order to assess its feasibility in real world use. 
The final section presents an overview of the application and suggests useful features regarding security and 
efficiency applicable in the future. 
2. Related work 
MobiTribe is a device centric social network using a “Connection Management Server” (called the CMS) that 
tracks the addresses and current connectivity of devices hosting content and manages the peer-to-peer content 
distribution. Sharing of content is done through registering the content with the CMS and saving its link, then 
replicating the content on a set of mobile devices called the “mobile private storage tribe”. MobiTribe employs 
predictive pre-fetching of content to minimize the overheads of content replication.1 
As for accessing content, a content consumer initiates the content downloading process by clicking on a shared 
notification appearing in the social networking application. For a cache hit, the requested content has already been 
downloaded to the device. If not, the link to the CMS which is included in the notification feed triggers the content 
downloading process. Afterwards, the CMS directs the requests to the devices in the mobile private storage tribe.3 
During the peer-to-peer sending, the tracker considers the real-time resource constraints of mobile devices such as 
battery and storage limitations when selecting peers for the content sharing process.2 MobiTribe uses the Facebook 
server to send the files registered at the CMS. So after deciding to share a media file, a torrent file is sent to the CMS. 
The CMS then returns a link to this file and shares it with online friends via the Facebook server. A feed is created. 
The link to the torrent file is fetched from the feed, and then the actual file is retrieved by using the link to get it 
from the CMS. At this point, every device can download the shared file and start seeding to make the content more 
available to users. Since only links are stored at the CMS and Facebook is only used to get the list of user’s friends 
and send them notifications, all data is kept away from service providers and transferred directly from one device to 
another.3 
PWeb is a server-less web hosting that allows mobile devices to host web pages. Naming schemes applied for the 
dominant client-server architecture will not work when applied on p2p since the host of a website constantly 
changes. This is similar to our project where the host of our data, may it be an image or some other data format, 
expands to include several individuals. Embracing a smaller role for the server mitigates common issues such as 
single point of failure, scalability, administration overhead and hosting expenses. 
Identifiers are needed to act as names for the content hosted in websites. UUID (Universal Unique Identifier) is an 
identifier standard that identifies web content. The addressing in the p2p network of pWeb will occur through pRLs 
with three specific fields to locate a website similar to URLs. The first field is the NSID to identify the version or 
type of addressing used (can support future versions). The next field is WebID which identifies the actual website 
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(assigned by either the user or system). The final field is ObjectID which refers to an object contained in a website. 
Sample pRLs: 
• ptp://wc.v1:georgehouse (human-friendly) 
• ptp://wc.v4:2md4e9c6.7a2d28fc.ed768ee1.bb76e739.1b93eb12/georgehouse (secure)5 
CrowdShare is an Android application which grants internet connection to devices by borrowing it from other 
resources, which act as hotspots. This application is similar to our own from the data transfer mode of view.  
Security is guaranteed through the architecture of CrowdShare. Peers act as providers, consumers and forwarders 
where data is sent from peer to peer (no actual data through servers). A server is used to generate the social maps of 
each user and link friends together. As well, security and accountability are provided by the server’s ability to trace 
downloaded content back to the consumer. Another aspect is resource management. Upon requesting resources, the 
provider sends a resource quota request to limit the resources used. This is decided according to specified quota and 
battery life. 
We can benefit from CrowdShare’s criteria for resource management and its functionality that allows the user to 
accept or reject data.4 
3. Proposed framework 
Square Pigeon is a social network that is different from others in that all communication is done peer-to-peer, 
while a server is only responsible for coordinating the data transfer. A new user first signs up to Square Pigeon and 
gets from the server all the phone contacts that are signed up to Square Pigeon. A user can create groups of contacts. 
When the user wants to share data, he/she can choose to send to multiple users or to predefined groups. 
3.1. Registration 
When a new user first downloads and opens the app, the registration page opens. The user has to provide a 
username and phone number. These credentials are checked at the server since they must be unique. If the phone 
number already exists at the server, then that number is already registered. If the user name exists, then it is not 
unique. If both phone number and username are unique, then the user receives a verification code by SMS on the 
phone number that was typed. The SMS is sent by the phone itself. The verification code is used to make sure that 
registration is not done using any random phone number. When the correct verification code is typed, the user is 
successfully registered. The username and phone number are sent to the server and saved there. 
After the user successfully registers, all the phone contacts are sent to the server. The server compares the phone 
contacts to registered users by using their phone numbers. The matching users that were found are sent back by the 
server and become the app contacts of the original user.  These users also receive a notification that a new user has 
joined. A user’s list of app contacts is updated at any time when a new phone contact is added. 
3.2. Group Formation 
The user has the option to form groups of app contacts in order to ease the process of sending media to multiple 
recipients. The “Create Group” button is used to create and name groups which will be stored only on the user’s 
mobile phone. In particular, a user’s groups are all saved in a table in the mobile phone’s database. An app contact 
can be added to any group by clicking on them and then selecting the desired group(s) which appear in the dialog 
box. In the mobile database’s “Groups” table, each entry has the group name and all contacts that belong in that 
group. A user can later choose to remove a contact from a group or delete the whole group. Any group can only be 
seen by its creator. Thus, users cannot know if they belong to a group.  
3.3. Link formation 
In Square Pigeon, a link acts as a pointer to some data. Instead of storing data at the server, only a link will be 
stored which allows users to get requested data. When a user chooses a data item to be shared, the data’s directory 
becomes the ‘primary link’. This link is found only at the initial sender. The other type of link is the ‘secondary 
link’. The latter is generated from the primary link and is found at all selected recipients. Secondary links have the 
following format: /storage/sdcard0/SquarePigeon/(date and time).(format) 
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• SquarePigeon is the folder that contains all data downloaded using the app 
• (date and time) is the date and time at the time of creating the link. It serves as the name of the file when 
present at any of the recipients’ phones. 
• (format) is the file format such as mp3, jpg, avi, etc. 
The secondary link serves as the directory of the data at any of the recipients’ phones. Both the primary and 
secondary links are stored at the server along with the sender and recipients of the links. 
3.4. Sharing data 
The core functionality of Square Pigeon that differentiates it from other apps is sending data from one user to 
another without the data itself passing through the server. A recipient must have the link to the requested data before 
being able to download it. 
The user first chooses from a drop down menu the type of data to be sent. The data types are image, audio, and 
video. Then, the media file is chosen. At this point, the primary link is formed with some additional details. 
Ex: “U$I$/storage/sdcard0/camera/sample.jpg” 
• U$ is used by the program to determine that this is a link being sent. 
• I$ (other possibilities include “A$” and “V$”) is used to determine that the link sent corresponds to an 
image (can also be an audio file or a video). 
• “/storage/sdcard0/camera/sample.jpg” is the directory on the phone. 
When the user decides to send the data, the secondary link is formed. The user can choose to send to one or more 
users, one or more groups, or to a combination of groups and users. The user taps on the “Send” button but what 
happens is that he/she is sending the primary and secondary link along with the sender and recipients to the server. 
The server sends notifications to the recipients that contain the primary link and a message telling the recipient that a 
user has shared new data. Ex: “John has shared an image”. The recipient has the ability to accept (to download the 
data), reject or ignore the notification. In case a recipient was offline, the notification will be sent when he becomes 
online. The choice a recipient makes (accept or reject) will be sent back to the server. 
If a recipient accepts receiving the data, the server is notified. According to a load balancing algorithm, the server 
chooses a user that is online and has the requested data. The server then requests the data from that user by using the 
link corresponding to the data. If the user chosen is the initial sender of the data, the data is requested using the 
primary link. If not, the secondary link is used. When a user receives the request, the app sends the data directly to 
the requesting recipient. When the recipient receives the data, the server is notified and this recipient becomes a 
possible candidate to send the data to others. This means that when another recipient requests the data, the last 
receiver of the data might be chosen to send the data according to the load balancing algorithm. With this procedure, 
we ensure that no data passes by the server. Only links to the data are seen by the server. 
3.5. Load-balancing algorithm and server database 
The load balancing algorithm serves the purpose of fairness, where one user among the possible peers is chosen 
to upload the requested media file. A user is a possible peer if he/she is online and has downloaded the requested 
data. The load-balancing algorithm selects the possible peer with the lowest “increment” (a field in the “Users” 
database table as shown below), which keeps track of how many media files each user has uploaded in total.  
As explained throughout this paper, the server never saves data being shared between users. However, the server 
still plays a role as a middle man between users. It facilitates communication data between users. The server’s 
purpose is to reduce the load off the mobile phones which have limited battery power. The server database consists 
of three tables as shown in Figure 1. 
4. Performance Analysis 
Like all media sharing platforms, there is a certain overhead in order to share media between users (Figures 2 and 
3). The extra data load is mainly for communication with the server in order to coordinate the sharing instances.  
However, the unstable behavior of users, local networks, and mobile devices makes it difficult to account for their 
effect; taking in mind that their overhead comes as delay, speed and reliability, respectively. We will analyze the 
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Total Data imposed on the network: [(DataxARxG) + Sharing Instance Overhead] x(# of users)x1.49        (1) 
system behavior in each phase in order to generate equations specifying the variables in play at each step of 
operation. 
The packet overheads, shown in Figure 2 and 3, would result in the final equations and graphs shown in Figure 4. 
According to 6, 59% of the US population is registered on a social network; therefore we can safely say that 59% 
of the contact list will return to the user as potential friends. Registering on the application is the only requirement 
and is not related to activity or availability.  
In order to thoroughly minimize the bottleneck at the users’ end, we would like to limit the 1st packet sent to 
1500 bytes which is the standard MTU in Wi-Fi networks. We realize that: 
Gmax = floor [(1500-40-50)/40] = 35 members 
Other similar situations also exist but this step results in the smallest Gmax. At G=35, with AR=1 we can see that 
even in the worst case scenario the overhead is limited to a little over 8.5KB. This proves to be very efficient since 
most commonly shared data is in the order of MBs. 
Figure 1. Database tables  
 
 
 
 
 
 
 
 
 
 
 
Figure 2.Sign up Sequence Packets 
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Figure 3. Sharing Sequence Packets 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The media shared (Data) varies widely between an image of size 2.8 MB taken from a 12 MP camera to an audio 
file of size 5.6MB to a video of variable size. In addition, some users may share more frequently than others. 
According to Socialbakers, photos get the most traction on Facebook contributing to 93%, followed by audio with 
5% and video with 2%. In addition, as reported by 7, the average size of a video posted on YouTube is 8.4 MB 
which is applicable to our case. This leaves us with Data averaging at 2.996MB. 
To calculate the delay we simply take the average data transferred and overhead then divide the respective speed: 
Transmission Delay:  [(DataxARxG) + Sharing Instance Overhead]/Transmission speed             (2) 
As stated previously only 59% of the US populations are registered on a social network. Moreover, the 59% are 
divided into several groups classified by activity as shown in the table below. 
Table 1. User activity 
 
 
 
The results of equation (1) and (2) are represented in Figure 5 for several group sizes (up to 35) in (a) and (b) and 
for varying AR (Inc. of 0.1) in (c) and (d). 
Percentage (%) 6 19 3 31 41 
Weight 2 4 10 1 0 
Figure 4. (a) Sign up overhead as # of contacts varies; (b) Sharing instance overhead as group size varies  
Final equation: 135 + 47.45xC Final equation: 130 + 201xG + 40xARxG 
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Concerning battery life, the following calculations were done based on the Nexus handsets and the 
1850mAh/6.48Whr lithium ion battery of Nexus handset. According to 9, the Nexus handset spends 0.005 J/KB on 
average for packets exceeding 8KB as is our case. 
First of all, we must only consider the data sent/received by the mobile devices. Second, we must differentiate 
between the original user and the receiver. Third, we vary by data since unavailability of peers may force other peers 
to make up for the shortfall.  
Original User: Data + 50 + 40xG + 40xARxG + 40;  Receiver: 2x Data + 50 + 30 + 40 + 41 
To inflict any effect on battery life, the overhead should be at least in the order of 106 but clearly cannot reach 
such levels. As a result, we can safely conclude that the system itself has little load effect on the mobile device, 
leading to a relatively light application. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
5. Conclusion and future work 
In this paper, we presented Square Pigeon, a social networking application that differs from others in that all 
users control their data. Users send data peer-to-peer without passing by the server. A server is used to reduce some 
load off the mobile phones by keeping track of users’ information and implement a load balancing algorithm. The 
performance and power consumption of Square Pigeon were tested. The results were pleasing and proved that the 
application does not add any significant load that would cause any lags or major battery drainage. This means that, 
with additional features and enhancements, the application could be used as a replacement for traditional social 
networks on mobile phones with the extra motivation of enhanced security. 
Encryption can be added in our application for further security, by applying encryption protocols when sending 
links from users to the server. For this to be feasible, several criteria are needed such as: efficiency of user key 
revocation, encryption header overhead, etc. Encryption algorithms similar to the ones presented in 10 would be 
considered. 
Figure 5.  (a) (b)# of Users vs. Data (Bytes) as AR varies per graph and Group size varies per 
line; (c) Delay of sharing instances with different ARs as group size varies Good (879.57 
KB/sec); (d) Delay of sharing instances with different ARs as group size varies Poor (147.03 
KB/sec). Speeds taken from 8. 
a b 
c d 
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Adding data replication to the system, i.e. automatically sending the data from the host to one of the recipients, 
will help with increasing the availability of the data 11. Thus, even if the host goes offline after posting media, the 
data will still be available at the selected recipient. 
The load balancing algorithm that determines which user acts as a host for the content can be improved by adding 
several criteria to the host selection process. These criteria can include connectivity to low-cost networks, battery 
life, fairness, etc. A good load balancing algorithm would be like the one used in 2. 
Another additional feature would be implementing a chatting protocol 12, where the user can view the online 
status of the user he is currently chatting to and see if he is currently typing text. 
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